MHDPOPMALKNA O BE3OINACHOCTMH,
3ACTAB/AOLLIAA JEMCTBOBATb

[lpeBparute cr1aboe 3BEHO B 3alLUNTHUKOB KOMIMaHUHU

rE = 44
/ BWAEOKOH
TpeHuHr

= s J1aboparopum porn G
k Kacnepckoro» - |

CyberSafety |
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«CTtapble meToabl» - UHCTpPYKuUmMKn, ExerogHble
npeseHTauun, lNocrtepbl, TPEHUHIU

Hun3Kkasa apPpeKTUBHOCTb
Hensmepaemo

lMnhakaToB

OTcyTCcTBME MOTUBALIUU U
HEeAO0CTAaTO4YHO Y H

NIO}KHble ybexxaeHns

Nnwb 22% nogen cumTaloT,
YTO MOTYT CTaTb MULLEHbIO
KMbepnpecTynHUKoB.

Password:

TpeHuHru nposogaTca
CKYYHO M BbI3bIBalOT NLLb
pa3soyapoBaHue

KASPERYKY=2

ObyyeHne Ha ocHOBe UrpoPpurKaLmu,
C ucnonblosaHuvem K

BbicoKaa a3pPEeKTUBHOCTb
N3mepaemocTb

- Ha 90% meHbLe

MHUMaeHTosl

- CHuKeHue noTepb geHer?

Ha 50-60%.

- 37-KpaTHbin 3P PeKT oT

nHBecTnumnd



BONbLMHCTBO NPOrpamMM Mo NoBbILLEHWUIO 0CBEAOMIEHHOCTH
HanpaBieHbl TOIbKO Ha nepeaavy 3HaHWM, HO SHAHUSA —
JlafieKo He rMaBHas cuna, BAUSAOLLAaa Ha B MOBEAEHWMW N0AEN.

[loBegeHne — BOT YTO Ha caMOM fefe Mbl
nbiTaemca cdopmMmpoBaTh, MNOBbLILWAA
HOBe,EI,eHMe ocBegomneHHocTb. OQHaKo noBegeHue
TECHO CBA3aHO KaK CO 3HaHUAMMU, TaK U C
MOTUBaLMEN.

-

Beiroaa, Heynauva,
LleHHOCTb, [MpunBbIYKa

[loaxon, KoTopbiM Mbl npeanaraem (CyberSafety Culture),
- 3¢pPpeKTBEH

- U3MepuUMm

Ha TpPeX YPOBHAX — 3HAHWU4, NoBeageHne, MOTMBaLIUS
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T KaKoro noBegeHnda Mbl OXKNMgaeMmM OT JIKin4EeN MNMOCNEe «MPOorpaMmMbl
% NOBbILWEHUA OCBEAOM/IEHHOCTU»?
0 P
KOBOACTBO
8 6%3HGCD| CoTtpygHunyecTBo ¢ otaenom IT-6esonacHocTr
= . [lpnHATME OTBETCTBEHHOCTM 3a Knbepbe3onacHOCTb
noapasgeneHui
|_
Ll
U\
E MHEHbIE Co3paHune 6esonacHomn MHoOpMaLMOHHOW cpeabl
S KoHTponb 3a cobntogeHnem npasun
pyKoBOAUTEIN
N Knbepbe3onacHOCTU COTPYAHUKaAMMU
|_
O
O
T [MpnHATHE NpUHUMNOB KNbepbesonacHoCcTH
L CobntogeHue npaBun knbepbesonacHOCTU
Ll CoTpyaHUKN
= CoobuieHne 0 noTeHumanbHO ONacHbIX CUTyaLnUsX
> CoTpyaHuyecTBo ¢ otgenom IT-6esonacHocTu
@)
=
L MeToauKa noBbllEeHUS OCBEAOM/IEHHOCTH B 061acTn KnbepbesonacHocTu CyberSafety Culture,
m pa3paboTaHHasa «Jlabopatopuen Kacnepckoro», OCHOBaHa Ha nporpaMmmMax NpoOMbILLIIEHHONW 6€30NacHOCTH,
O KoTopbiMK Nosib3ytoTcs DuPont, BP, Shell, Siemens 1 MUANWOHbI NpeanpusaTrin No BCemMy MUPY. KAspERsl(v.g
O A -
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OueHKa KynbTypbl KN6ep-
6e30nacHOCTH

3HaHus NoBepeHue MoTuBaLusa
Ha KOro Bce coTpyaHMKM JINHENHbIE PykoBogutenu
HanpaB/€HO PYKOBOAMTENU

O6y4yeHue V MnaTtdpopma \V UrpoBOM TPEHUHT \V UHTepaKTUBHag
MHTEPHET-00Yy4YEHUS CyberSafety Games OU3HEC-CUMYNALINS
(oby4atolme Mmoaynm) KIPS

Mrposoin TpeHuHr CyberSafety
Games

U3mepeHue V Mnatpopma V Mnatpopma ' OLEHKa KynbTypbl
pe3ynbTaTtoB MHTEPHET-00y4YeHuUs MHTEPHET-00y4eHna  Knbepbe3onacHOCTH
(MporpamMmma OLLEeHKMH (MMUTaLMA aTaK
CyberStrength) PhishGuru)
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Kaxaomy coTpyaHUKY B Te4eHue roga Ha3Ha4valoTcs
pa3nnyHble KpaTKUe MHTEPAKTUBHbIXE MOAY/ 1N

AHIMTMNCKOM U
APYrux a3blKax

AHaNn3 U OTYETHI

<§E M Oﬂ,yﬂ U W HTepHeT- NHTEPHET-00YY4EHUS, UUMUTALIMOHHbIE aTaKW 1 OMpPOChHI
Nno oLUeHKe 3HaHWN. MNporpamma o6y4eHus yrnpaBnsgercs

% O6yl_|eH N9 HaBblKaMm otaenom Ub, Ha ocHOBE NOCTOSIHHOIO U3MEPEHUS
e 2 3P PEKTUBHOCTMH.
— <C + 16 NHTEPHET-TPEHMUHIOB MO 15 MUHYT.
é E Deutsch

0 R e 13| oo B0 Espaiiol
 m UMuTauus - b o

vomedary Travel “ma 0} italiano
Sk OULLMHIOBbIX aTaK e
o TR

E m = Mederlands
LlJ S e portugués
— I — — . pycCKAit

™ OueHKa HaBblKOB -
9 J ) By
_D > Ha pyccKowm,
C 0
= O
O
'
i

O6nayHas nnatdopma ¢ HECKONbKUMWU aIMUHUCTPATUBHBLIMU PONSMMU KAspERSK\{ﬁ
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N3meHeHune
yberaeHun,
MOTUBaLMSA

bautens-

HOCTb

besonacHocTb
n adPeKTUB-
HOCTb —
BbIMIPbILL Ha
060u1x ppPoHTax

¢[104eMY HYXXHO OTBETCTBEHHO
OTHOCUTbCA K 6€30MacHOCTU?

eKoro Heo6xoaMMO OnacaTbca?

*Pasnnyme mexay onacHbIM u
6e30mnacHbIM NOBEAEHUEM
(pa3BuTHE BAUTENBHOCTH U
TEXHUYECKMX HAaBbIKOB)

¢ [10/10XKUTENbHbIE MPUMEPDI: «<KaK
HY*HO», @ HE TOJIbKO «KaK
HENb34»

e[looLllpeHne cOTPYAHUKOB
K 06Yy4EHUIO U COTPYAHUYECTBY
¢ otaenom IT-6e3onacHoOCTH
(6e3onacHOCTb He MeLlaeT
3DDEKTUBHOCTU, KOHLIEMLIUSA
«106POBONbHbIX APYHUH»).

10 o6nacten 6€30NacCHOCTU — aHTUBUPYChI U
NPUNOXKEHUS, YTeYKa AaHHbIX, MOOUIbHas CBA3b,
MHTEPHET, NoYTa, XapaKTepPHOE NOBEEHNE KEPTBHI,
couuanbHas UHXEeHepUs, yBeJOM/IEHUS
6e30nacHOCTH, pa3BUTUE 6AUTENIbHOCTU, HaPYLLEHUS
NOJINTUK, COLUMaANbHbIE CETH.

TunnyHble pabovne mecta — B oduce, B Jopore, B
KOHpepeHL-3ane

TpeHuHr
«/laboparopum m\ﬁ
.. Kacnepckoro»
CyberSafety .

. n‘ﬂ; .81
i

PyKoBOAUTENN OTAENOB U NOAPaA3AENEeHUN

Jlioam, BAunsiioumMe Ha OTHOWEHMUE NOAYNUHEHHbIX
K Knéepbe3onacHOCTU B NoBceaHEBHOM paboTe

NrpoBa4 cpepa
MNMooupeHne copeBHOBATENILHOMO AyXa U 06y4eHUsd Ha COOCTBEHHOM
onbiTe.

OAHOAHEBHbIV TPEHWHT Y KNIMEHTA, MPOBOANMbIN CNELNANNCTOM
«JTabopaTtopmn Kacnepckoro», 20-50 4yenoBekK.

KASPERYKY3
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1. Npeobpasyunrte
3a0NyKAeHUd no
noBoay Knbep-
6e30nacHoOCTH

2. B agekBaTHOE
BOCMPUATHE
peasibHOCTHU

3. I nokaxurte
NO3UTUBHbIE
MOJeNu
noBegeHus

«Bupyc
C/IOMaeTr Mou

KOMIIbrOTED”

dymante, KTO
MOXET
BOCMO/b30BaTbCH
BalLMUMK
JENCTBUAMMU

«5 cIMiIKoM «Her BpemeHu
ma’sl i Ha 3a60T1y o
MULLEHMN» 6e30/1acHOCTH»

CraHbTe MeHee CoTtpyaHunyamnTe

Yy13BUMbIM, YEM c otgenom IT-
apyrue 6e30nacHoOCTH
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OueHKa KynbTypbl KWbepbe3onacHOCTU aHaNN3UPYyeT peasibHOe NoBceaHEBHOE
noBefeHne U oTHoWeHME K 6e30MacHOCTMU COTPYAHUKOB NPeAnpUATUS Ha BCEX
YPOBHSAX yrpaB/ieHUd. ITO NO3BONFET AUPEKTOPY Mo IT-6e30nacHOCTU OOHAPYKUTb

npobsieMHble 30HbI U 061acTH, TpebytoLline BHUMaHKUS.

Ha ypoBHe opraHusauumn
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Ha ypoBHe oTaenbHOro coTpyaHuka

ber Safety Mindset
=

coe [ CORBGTAGON W IT | Ermpioyecs see inormation Securty Service a=

a pariner who is ready to support and assist
with Cyber Securiy issues

Policies Acceptance

regarding Cyber

ccc DIEHERTEHGI e seen

= ormanisation is that

The prevaiing opinion in th
every smployes can affect Cyber Sacunty

1o pe3ynbTaTaM OLEHKW MOXHO NpeaMEeTHO 0O0CYaNTb C PYKOBOACTBOM POJib U
MeCTO Knubepbe3onacHoCTh B obecneyeHnmn apheKTMBHOM paboTbl OpraHn3aLuu.

MHTepHET-onpoc. 3aHUMaET y COTPYAHMKA OKOJ0 15 MUHYT. KOHCONMANMPOBAHHbLIM OTYET.

KASPERYKY3



CTpaTernmyeckas urpa, nocBsilWeHHad
KnbepbeldonacHocTu. lNNpegHa3HavyeHa ang
pyKoBoauTenen IT-otaena, KOMMepPYEeCKnx
oTAenoB 1 cnyxo6bl Ub.

> KomaHpgHas paboTta cnocobcTByeT
COTPYAHWYECTBY CNeLnasnucToB U3
pPa3/IM4YHbIX 06nacTen.

» CopeBHOBaTE/IbHbIE 3NEMEHTHI
pa3BnBatloT UHUUNATUBY U aHaAJIUTUHECKHUE
HaBbIKH.

> WNrpoBas cpefa no3BoAdET rNyoxKe NoHATb
Mepbl U CTpaTernto Knbepbe3onacHoOCTK.

KomMaHAabl copeBHYOTCS, ynpaBnas BUPTyasibHbIMU KOMNaHUAMU U
3apabaTbiBas AEHbIMN.

Korga KomnaHuWs noaBepraeTcs Knbepartake, KOMaHaa BUAUT
nocneagcTteusd. CHUXEeHUeE Npon3BoanTEIbHOCTU U OXO00B
KOMMNaHWKU. YToObl CHU3UTb HEraTUBHOE BINSIHUE U YBENTUYUTD
NpU6bIIb, MPUXOOUTCS UCMNONb30BaTh Pas/inyHble 6u3Hec- u IT-
cTparterunu.

> WHTepecHas, yBneKaTenbHas U AuHaMuyHasa urpa (2 4aca).

> He TpebyeTt rnyboKNX TEXHUYECKNX 3HAHUN.

=
N
|
<
=
I_
~
<
O
LLl
=
CY)
~
0
0
<
aC
0
~
|_
<
o
Ll
|_
=
~
#

KASPERYKY3



Pa3BepTbiBaHWE U 3aMyCK B Te4YeHne MecsLa

HayHuTe ¢ cywecTByowmx npobdbnem (obnacten 6e30nacHOCTH)

OueHKa UMmuTaumus Pacnpepe-
(2 Henenn) (1 Hepens) TPEHWHIOB
| | A A
/IrpoBOU
TPEHUHT Ounble
CyberSafety TPEHUHTH —
Games
| l
OueHKa N3mepeHune [naxnposa-
(2 Hepenu) AHanus \I,_Wle )
Hyﬂ bTypr 4ENCTBUU

Mbl pefocTaBisiemM PyKOBOACTBO MO PEKOMEHAOBAHHbLIM MPaKTUKaM
M TEXHUYECKYIO NOALEPIKKY KAJPERIKYZ
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O6y4yeHune Npoao/IKaeTcs B TeyeHue roga, LMK 3a
LNKJIOM OLEHKA 3HAHMM

OLEHKA NMMmumTaumg atak
/ \

[NOAPOOHbIE OTHETHI,
KOHTPOAb, CBEPKO
C 3TAAOHOMM

MPOBEPKA

OBYYEHUE
A

NHTEPAKTUBHbIE
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obyyaoLume
MOAY AU

g MHdoopMAUMOHHbIE

T maTtepmaabl no GesonacHoctn NMOAKPEMNIEHUE
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> Mbl pefocTaBisiemM PyKOBOACTBO MO PEKOMEHAOBAHHbLIM MPaKTUKaM

M TEXHUYECKYIO NOALEPIKKY KAJPERIKYZ



OueHKa
KYNbTypbl
6e30nacHoOCTH

3HaHU4,
noBeaeHue,
MOTUBaLMUS,
pe3y/bTaThl

[TocTOAHHOE N3MepeHUne ycnexonB
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JbdeKT

- CoKpaueHue Konmyectsa MHUMAeHToB — 10 90%

- YMeHblUeHUe puckoB Ha 50-60% B AeHEXHOM BblparkeHund)

- BruitoyeHume B npouecc pyKkoBoauTenen opraHmsaumu énarogaps nepeBoay
TpeboBaHUN KN6epbe30nacHOCTU Ha NMOHATHbIM A3bIK 6€3 IT-TepMHUHONOTUN

- U3mepumble pe3ynbTaThl MPorpamMmmMbl 0CBEJ0OMIEHHOCTH

TpeHunHr CyberSafety

Games
ang pykoBoAcCTBa

[lnatdpopma MHTEPHET-

00y4yeHns HaBblKamM
ONna BCEX COTPYAHUKOB

OueHKa KynbTypbl
Knbepbe3onacHoCTH
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Aberdeen Group. Uccneposanue 2014 . KAspERsk‘{ﬁ



[Toapo6bHOE onnucaHue

1. UrpoBOU TPEHUHT
CyberSafety Games (c1p.2)

2. Nnatpopma obyyeHUs
HaBblKaM (CcTp. 13)

KASPERYKY3



KAJPERJKY2 OpraHu3aums TPEHWHra:

B 60nblUOM ayanTopmnm cobupatroTcs
50-100 yenoBekK, KOToOpble
JENATCA Ha conepHuyatowme apyr ¢
IPYromM KOMaHzbl.

NUm pa3gatoT obyyatoume
MaTepuanbl: UTPOBbIE MONS, PULLKMU,
naaHweTsbl iPad ¢ NpUIoXKeHnem

CyberSafety Games.
W «,,ag”:,;';‘,';’pm BT U B npoLecce urpbl KOMaHabl
% Kacnepckoro» | [0 4 nepemMeLLaTcs No BUPTyanbHOMY
CyberSafety {72 | NPeanPUATUIO, U3yYast Kaxay'o

KOMHaTy B MOUCKax BCEBO3MOMXHbIX
naseek ansa Kubepyrpos.

[locne oObHapyXeHUd Bcex
MCTOYHUKOB OMAaCHOCTU Y4aCTHUKHU
yyaTcs nx o6e3BpexmnBaThb.
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PABOYME MECTA

PoH, st nopabotato
C 3TUMU AOKYMEHTaMM,
3 noka Gyny B oTnycke




30Hbl Ha KapTe cofepKaT NoTeHLUUabHble yrpo3bl KWbepbe30onacHOCTH

aSsees CoobleHve

5860.50325500131 5513905

opue OHE i appec aocTas
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10 obnacten 6e30nNacHOCTU — aHTUBUPYChI U MPUNOKEHUS, YTEYKA

[aHHbIX, MOBWUbHAS CBSI3b, UHTEPHET, MOYTA, XapaKTEPHOe NoBeLeHe

YKEPTBbI, COLMANbHas MHKEHEPUS, YBEAOMAEHNS 6€30NacHOCTH,

DA3BUTME BAUTENBHOCTH, HAPYLLIEHNS MONUTHK, colnanbHble cetn. KAJPERJKYS
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MpaBuna pacyeTa O4YKOB MpaBuna pacyeTa 04KOB
CTeneHb yBePeHHOCTH YacToTa yrposbl

He " 5 ~_ [o dakty
Craska HAsnsercs sreAT MpaBvnbHbi  HenpasunbHbIA L Pepkan CpegHan Yacran

Yrpo3oi oTBeT Craeka SN

He 3Hato fé\j ) ' %
0

KOMaHAb! yrpo3om

BosmoxHo (g (i 40) Cpepwn
Touro @ @ (L YacTan
ooy SV ey N N\ _5

HeT cTtaBku
Her cTtaBku (\ Ha 4acToTy Yyrposbl

I‘ Kapta oTkpbiTa 7‘

[lonarasdcb Ha cBOW 3HaHKU4, y4acTHUKK CyberSafety Games
NenatoT «CTaBKWU» Ha 30Hbl MNOTEHLIMANbHbIX KNOEPYrpo3 u
PUCKYIOT CBOEW penyTauuen, 4Tobbl JOOUTbCA MaKCUMaibHOIO
pe3yfbTata B COPEBHOBAHUM.

KASPERYKY3



PASHOOBPA3NE

HeKoTopble 30Hbl coageprKarT yrpo3bl, a HeKoTopble — HeT. MHoraa
«XOPOLLUKUE» U «1NTIOXNE» 30HbI OTHOCATCS K 0A4HOW 06nacT 6e30MacHOCTH
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P
Team 01 Voted teams: ;@ D
u

1. Prohibit flash-drives
2. Fine the owner of the flashdrive
3.Take the unattended flash and return to IT Security

Team Q5 Voted teams: Eiﬁp D

1. Put a chain on flash-drive to stick to the belt
2.Encrypt all flash-drives

P
Team 03 Voted teams: @ E
u ]

Take flash-drive with me

Other teams: (01 02 05 06 07 08 09
[Poetammver

[Ana Kaxgon o6Hapy*KeHHOM yrpo3bl KOMaHAbl NpeasiaratoT KOMMIeKe
[IENCTBUIN, KOTOPbIE MOMHO BbIMNOJIHUTL Ha pabo4yemM MecTe A4
CHUXEHUS UM UCKITIOYEHUS PUCKA. 3a 3TO Y4aCTHUKAM Ha4YUCNSAIOT
NIFPOBbIE OYKMW.

3artem Beywmn paccKka3blBa€eT, KaKOM TAaKTUKWU PpeEKOMeEHyeTcs
npuaepxmBaTbCcs B JaHHOW CUTYyaL MK 3a CBOUM PaboynM KOMMbIOTEPOM.

KASPERYKY3
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Situation by Team 04
Your situation rated by Team 06

A chief tax officer hires, reviews
and directs the work of staff tax Dina is a designer, she is
accountants who keep financial copying her huge artwork to
bring it to the printing agency.

o o
Team #05
o o)

Y4yacCcTHUKU BbIMONHAIOT YrPa*KHEHUS, KOTOpble y4aT
NPUHMUMaTb OTBETCTBEHHbIE PeLLIEeHUs, OLueHUBaY
Pa3/InYyHble CUTyaLIMN N3 NOBCEAHEBHOM XNU3HU
NpeanpuaTnsa ¢ TOYKM 3peHns 6€30nacHOCTU U
3PPEKTUBHOCTU PabOTHI.

KASPERYKY3
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Current Map:

1 (-]
|, VideoConference ,|

@ Email Security

Round 1 - Identifying Basic Threats 13 'Yooo 22 O15

0l [perchased568@live.com
Bank of North =
America STl Cash for your opinion

Dromedary Travel

[We would like your opinion @ Oops! This link uses the 3. The
GigaMart survey has only five short U organization name in the URLto e Will
give you a $10.00 credit on tl make you think it is legitimate jurchase

MVerse Wireless Examine the link carefully
To fill out the survey, click the-romovwmrgmm

Perchase = 1568 com/BB556IdMsk/sUrve O

[yey suryeyd

Speek
P (The survey link is only valid for two days, so please hurry)

Thank you,
Perchase Survey Department

pleted 33%

(((((((((@ 9000 ‘ Perform this exercise

[NnaTtdpopma MHTEPHET-0O6YHEHUS NpeaaraeT nowaroBble yrnpaxKHeHus
ANS pa3BUTUS TEXHUYECKUX HABbLIKOB (Hanpumep, Kak 3aMeTuTb
BPEAOHOCHYIO MOoYTY, Ha YTO o6pallaTb BHUMaAHUE U KaK paccyxXaaTb), a
TaKXe MY/IbTUMIMKALUOHHbIE POJIMKWU, UHTEPAKTUBHbIE 31EMEHTbI, TECThI
N TEOPETUYECKOE PYKOBOACTBO B KOPOTKMX 15-MUHYTHLIX MOAYNSAX.
KASPERYKY3
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ersqfet\y / | o . Current Map: o
&l |/. VideoConference .|

D Social Engineering

Lesson 1 - Social Engineering Basics

.5 our French HR calling,
asking for the email address
of our accounting department
to solve urgent problem|with
bonuses calculatuion, who
knows this email?

True or False

Good job! Filters and
firewalls can protect you from
some attacks, but they never
catch everything

‘Review N ‘Next |

comploted 44%
Gz

o o o .
Team #05 A ‘ Perform this exercise
° | 0 : 0 / O

[Nnatdopma MHTEPHET-00Y4EeHUS OXBaTbiBAEeT MHOMECTBO TEXHUYECKUX

HaBblKOB 1 obnacTten. Ha nnatpopme onmcbiBaoTCs CUTyaLIMKN U3 peasibHOM
U3HW, KOTOPbIE YHaCTHUKN MOTYT NPOKOMMEHTUPOBATb, a TaKXe yCnbllliaTb
MHEeHHWe npopeccmoHasnoB Mo peanbHOMY COCTOSAHMIO 6e30nacHOCTU. HToObI
YY4aCTHUKM YYUNUCb Ha COBCTBEHHOM OMbITe, UM MpeanaraeTcsa npeanpuHaTb

T€ UKW UHbIE Warv. KAJPERSKY
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/ |[ Vlcleolference o [ Turn |‘ I m/mt ':al

You:
But you have to do this when | request. Its your job to support mine, not
the opposite.

Admin:
Sorry, but such connections are prohibited by our security policy.

You:
| want to read my emails while | am not at my desk.

Admin:
Ok. but you do not need corporate Wi-Fi for this. Bring the phone here, the corpora
| will setup the email access via your 3G connection, and this will serve <twork?
your goal.

Congratulations, you have achieved
your goal without compromising safety!
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:Team #05 : i[

Y4yaCTHUKM pa3bIrpbIiBatoT Mo PoJgM TUMUYHbIE 6ecefbl C COTPYAHUKamu IT-6e30MacHOCTH, KOTOpble
3anpeLatoT MHOIroe U3 TOro, YTo COTPYAHMKAM XOTenoch Obl Aenartb, CCblNasgCb Ha YA3BMMOCTH

cuctembl 6€30MacHOCTU. Y4aCTHUKM pa3bIrpbiBatoT Mo POaAM TUNUYHbIE 6ece/lbl C COTPYAHUKaMK IT-
©6e30MaCHOCTHU, KOTOPbIE, CChiNlasiCb Ha YI3BUMOCTH CUCTEMbI 6€30MaCcHOCTH, 3anpeLlatoT MHOroe U3
TOro, YTO COTPYAHMKaM XoTenochb 6bl Aenatb.] B xoae aTnx neperoBOopoB YY4aCTHUKKU TPEHUHTa

MOHMMaAIOT, YTO, NPaBUIbHO 06CYXaas BONPOCkl CO crneuuanmctamu no IT-6e3onacHoOCTH (TO eCTb
06BbACHAS HacTosWMe NOTPEOHOCTU M BMecTe paboTtasd HaJl BOSMOMXKHbIMU pelleHUnsIMn), 06bI4YHO

MOHO HaWTW B3aUMOBbIFOAHbIN BapUaHT: U 3bOEKTUBHBIN, 1 6e30MacHbIi. KAYPERYKYS




«JlabopaTtopusa Kacnepckoro» | KnueHt obecne4ynBaet
npeaocraBnsieT

e MaTepuanbl Ang yHacTHUKOB [lomelleHne, KOMMbIOTEPHI,
(MrpoBble NoAsA, PULLKHK) ayamo- 1
1N NporpamMmmHoe BMaeoobopygoBaHue, OCTYN
obecrneyeHue K UHTEPHETY
CyberSafety Games EAy n HANUTKHK
KBannpuumpoBaHHOIo [lpurnawweHune u
TpeHepa perucTpaymio ydacTHUKOB
Pa3fatoyHble matepuanbl gng

y4YaCTHUKOB

OPIFAHU3ALNA U NMPOBEAEHWUE TPEHUHTA

KASPERYKY3



[Toapo6bHOE onnucaHue

[1TnaTdpopma 0dy4yeHUs
HaBblKaM

KASPERYKY3



Create New Assignment
Step 2: Add Modules 3anucb Ha Moaynu

COTPYAHMKOB MOHO

Module Hame 3anucbiBaTb Ha pasinydHble
1|URL Training
- Social Engineering MOZAYIN N NPOTPaMMBl
- Smartphnne Se{:uritv 06yL|eHV|9| B 3aBUCUMOCTHU OT
- |Security Beyond the Office nx npodpund, otaena,

- |Safer Web Browsing
-1 Safe Social Networks
- Protected Health Information

pPe3yNbTaToOB NpPeablayLLnX
OLIEHOK W11 BPEMEHM,

-1 |Physical Security NpPOMAEHHOro nocne
Pages1  |mid npeabigywmx TOEHUHIOB...
) (“Cancel | .‘
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HABbIKAM

HaBbiku anTUWMHTa
: ObHapyxeHne GULMHroBbIX
Q aTaK No MOLEHHUYECKUM
URL-agpecam.

Be3onacHOCTb 3NEKTPOHHOM NOYTHI

@

O6HapyxeHne GUWMHIoBbIX
NIUCEM, ONACHBIX BAOXEHHI

W APYIvX NONBITOK MOWEHHWYECT8a
N0 3NEKTPOHKOM nouTe.

Co3paHue W xpaHeHue
HAAEXHBIX NApPoNnen.

Be30nacHoCTb B COLMANbHbIX CETAX

OreeTcTBeHHbIR NOAXOA

. K MCNONB30BAHNIO COUMANBHBIX
CeTei.

OcHoBHble npaBuna He3onacHoCTH

(D

Yyer sonpocos be3onacHoctv
B NOBCeAHEBHLIX ONEPAUMAX.

Mpasuna aHTMuIIMKHIa

ObHapyxeHne QULIMKIOBbIX
‘a NKCeM NO XapaKTepHbIM

«KPACHbIM PRaxkKam»,

be3onacHoCTe MOGUABHBIX YCTPONCTB

- Wcnons3osanue Gundeckux
Q 1 TEXHUYECKUX CPeaCTe AR
E 3alLUTH! YCTPOMCTB M AaHHBIX,
Ou3nueckas 6e30nacHoCTL

(a 3aWMTa NEPCOHana n MMyLeCTea.

be3sonackblit npocmoTp Beb-caiitos

CoumansHas unxexHepus

(ol

bezonacxan pabora B uKTepHeTE:
0TKa3 OT PUCKOBAHHbIX ACHCTBIN
1 u3beranmne pacnpoCTPaHeHHbIX
«NOBYLUEK».

Obnapyxenue u nsberanue
NONBITOK MOLUEHHUYECTBA.

NHTepHeT-nnaTtdopma Ang Kaxxaoro CoTpyaHuKa

3aWKTa ¥ YHUTOXEHWE AaHHbIX

Wrdopmaumsa, nozsonatowan

besonacHoe noas3osanme
NOPTATUBHBLIMK HOCUTENAMM
M HAAEXHOR YAANeHMe
KOHOUACHUMANLHBIX AHHBIX

YCTAHOBUTE IMYHOCTD
3awmra KoHOHACHUMANLHOM
e uHbopMayum o cebe,
paborogartene W KauenTax

Wrdopmauma o cocToaHum 330p0BbA

3 IMouemy 1 KaK HyXHO 3awmwars
. MHOOPMALMIO O COCTOAHMM
340p0BbLA

be3onacHocTb 33 npegenamu oduca

Mpeaynpexaenne
: PacNPOCTPaHeHHbIX OWUBOK,
Hapywarowmx 6e3onacHocTs

npu pabore H3 A0Ma Uan B opore

Pacno3xasanue URL-agpecos

-

ObHapy*eHne MOWEHHHYECKUX
URL-aapecos

KASPERYKY3



B KaxKabl o6y4aloLmm Moay/ib BXOAUT TEOPETUYECKAd YacCTb...

,,; URL Training

Round 3 - Spot Advanced Tricks

How to verify a web address
www.searcher.com/search?q=bonaonline.com p

se €I 'bonaoniine.com Q

About 373,000 results (0.20 seconds)

Sign in fo Online Bankin
Sign in to your Onling Banking account by entering your username and password.
www.bona.com/account

Look carefully at the first 1
Notice that the first result's addi
the same domain as you searct

bona.com instead of bonaonli @ ) U RL Tralnlng

l_] you search for a fraudulent dor

results won't match the domain Round 2 - Watch Out For Tricks Yo 232 ©1:54
./ Rounds e
s
ky.securityeducation.com/modules/url/# ©2008-2014 Wombat Security Technel

= B e
——— |

= M yrl pa)‘l‘(HeH Mﬂ ﬂ'nﬂ https -"amaﬁ) :moblrlt:aipfn?ones
oby4yeHusa Ha CO6CTBEHHOM -
onbITe

HopoTKkue 3aHATUS £ rowes i
OKO0J10 15 MUHYT |
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CoyeTaHue TeopeTU4eCcKnx
PA3bACHEHUNN, TECTOB U
CaMOCTOATENIbHO
BbIMOJHAEMbIX YIIParKHEHUN C
NoJgCKa3KaMu U OT3bIBaMM...

...rapaHTnpyet apPeKTUBHOCTb
o0byyeHuns

Social Engineering

Lesson 1 - Social Engineering Basics

@ Email Security

Round 1 - /dentifying Basic Threats b3 Yo00 42 O©O115

ZE LN lperchased568@tive.comy
E’rannekngfaNonh T3 Cash for your opinion
Attachments

Dromedary Travel

[We would like your opinion g Oops! 5 The

A This link uses the

survey has only five short QU organization name inthe URLto  [We Will

give you a $10.00 credit on tl make you think it is legitimate jurchase
Examine the link carefully

To fill out the survey, click the-romovmrg-mm

GESeTssuvey

L SUIVEYS DT COmD!

GigaMart
MVerse Wireless

Perchase

P U PEICNasSESUIVE
Speek
P [The survey link is only valid for two days. so please hurry]
Thank you,
Perchase Survey Department
. completed 33%
‘@ v # Rounds 7

True or False 2/3

Good JOb! Filters and
firewalls can protect you from
some attacks, but they never
catch everything.

[‘Review ll ‘Next ]

f Lessons
LS

completed 44%
F Wl

)]

KASPERYKY3



Password Security

O 6y""| a I'O I_I_II M VI M Oﬂ'yn b I_I O Lesson 3 - Password families

KaxKou TeMe CTPOUTCH
MO NPUHLMUMY «OT MPOCTOro
K CNIOXKHOMY» -

Great job!
Congratulations! Now click
"Next" to create the second
family

Create a password family

Use the supplied bas ord to create a
password family

- Foot#36bAll

Foot#36bAllgm
Foot#36bAllfb

Foot#36bAllig

[ Foot#36bAllas ]

RO

Create two families to move onl

I— Next
< Password Sec completed 94%
5 Lesson 2 - Password cre ZLessons * )
<L Password Security
Lesson 2 - Password oreation Great jobl Phrase-based passwords
m Congratulations! Click "Next" to
continue 1. Read the provided phrase
2. Use the phrase method to create a strong
password
3. Use the "hint" butten if you get stuck
L = ~
. . apples to oranges ~
< Insertion password creation P PP 9 ~
3. Click two or more letters to change their -~ ‘ apPI3S>0rang3S |
— case Erons
OCtO4?5PuS Lo— Create two strong passwords to move onl
strong
~
~ Next ste ’
R P ~ Next
: leted 69%
Create two strong passwords to move onl! Z (EsETS v M%/>
/ : completed 56%
A Lessons - 7777 —)

KASPERYKY3
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B KoHeL, obyyatlowmx Mmoaynem MoxXHo Jo6aBUTb
MHPOPMaLIMIO O NONNUTUKE 6e30MacHOCTH, CCbITTKU
M KOHTaKTbl oTaena IT-6e3onacHoOCTH

Edit Training Jacket Template

Review and make any necessary changes training jacket.

English (US) | French x | +

Company Policy on the passwords is:

- follow the minimum password complexity enforced by the Company

- never use the same or similar password for any other personal resource outside of the company
- change the password very 3 months (for Financial department - every 2 months)

Please read the full security policy here: intranet customer.com/security
In case you beleive your password may be compromized, report it to the Security team immediately by:

- Dialing #1911 extenstion
- Email security@customer.com

| acknowledge that | have completed and understand the material in this Training Module, including the Password security policy of my
company.

Accept

Decline

KASPERYKY3



[locne 06y4yeHUsa nonb3oBaTe/lb MOXET NOYYUTb
PUPMEHHbIN cepTUPUKAT

Congratulations!

Slava Borilin

You have successfully completed

Anti-Phishing Phil 05/22/2015
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KASPERSKYS

CyberSagety Games
Online training platform

“print | Ext
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OnpeneneHne NpoagoKUTENbHOCTU Kypca
n obs1acten 6e30nacHoOCTHU

Create a CyberStrength Assessment
Select Subject Areas
Assessment Name: Slava

Subjects
3 selected of 9
Phishing (13 questions)
Identify Phishing Threats

Data Protection (10 questions)
Protect and dispose of data securely

Mobility (19 questions)

Work safely outside the office

Internet Browsing (17 questions)
Use the Internet Safely

dance
A o,

- by

KASPERYKY3



MHTepaKTMBHbIE BOMNPOCHI

On the Road: Safe or Unsafe? 2/20

|s the displayed activity
safe?

Amy picks up her order at
the counter.

KASPERYKY3



MHTepaKTMBHbIE BOMNPOCHI

Data Protection and Destruction

Choose the best
answer:

Which of these is the best
way to share sensitive
® Jata with colleagues?

OO0 W P

Via a cloud-based file sharing app like
Dropbox

Via a CD that can be shredded
Via a secure corporate server

Via an encrypted company email

KASPERYKY3



MMutaumnga eULKMHIoBbIX aTaK
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[OTOBbIE LWab0OHbI

KASPERSKY= Security Education Platform

Select Attack Category

Select the category below which most closely matches the type of

1 OF 1
Category Description
Personal Scams about your personal accounts
Social Network Scams About Social Networks
Work Related Scams involving work related accounts or information
Attachments Scams asking a user to open an attachment
New Templates Recently added phishing attacks
Logistics Scams focusing on package delivery
Seasonal Scams focusing on seasonal events
Fimancial Scams About Your Bank
Custom Create your own email from scratch
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Ha ocHOBe peaJ/ibHbIX cydaeB QULLIMHIA
Pa3HbiM YpOBEHb CTOX¥HOCTH

Select Attack

- Work Related

Select a phishing attack from the list below:

Language: French

Mame
Corporate e-Faxx message
Email Improvements

Email Password Change

Email Quota Alert

NetworkMeet account suspended

Voicemail Alert

1 OF 1
Diescription
The user receives a 5 page e-Faxx message containing a PDF link.

Tells the user that there is a more secure email system and they must click to not lose access.

Warns the user that their password is about to expire and if they don't change it they will lose
access to email.

Warns users their email has run out of space and they may not receive email unless they click a
link.

Claims that the user's NetworkMeet account is disabled, they must click to reactivate.

Tries to get the user to click on a link by looking like an automated voicemail alert.

Failure Rate

25.53 %o
7.88 %

20.93 %
19.24 %

8.94 %

30.032 %

KASPERYKY3



YnobHad HacTpoOUKa

KASPER{KY= Security Education Platform Home  Assessments  Trair

Edit Emall Template

Review and make any necessary changes to the phishing email for your campaign.

From Name: Customer Suppart
From Address: support.id429@us-3 frack-my-package.net

Subject: Fackage denied at the parcel's delivery

EBdit = Insert = Table = Format -

o 0B 7 U l=

FontFamily ~ FontSizes <~ & 2 @ i= i=

A ~ [A ~ | Add Contact Property ~

A | o

il
il
1
il

#

Postal notification,

Courier service couldnt make the delivery of your parcel.
Status:An error at the delivery address.

LOCATION OF YOUR ITEM:Cincinnati
STATUS: sorting

SERVICE: Standard Shipping

NUMBER OF YOUR ITEM:U358210589NU
INSURAMNCE: No

| =l ic anclacad ¥ Flha larrare



COTpYAHMK Nnosiy4aeT PULLMHIOBOE MUCbMO
M NePEexXoauT No CCbISKE...

=) S A= [ Find a Contact
@ e B

LIl [l Address Book
_ Move PRules OneMote Unread/ Categorize Follow _ )
n - - REECI - Upv "f F|ItEr E-mall 4
¥ Move Tags Find

#| Vous devez valider votre compte
p i

Cyber-crime Dept <cybercrime@secure.safe-browsing.com=

@ Links and other functionality have been disabled in this message. To restore functionality, move this
message to the Inbox,
This message was marked as spam using the CQutlook Junk E-mail filter,
This message was converted to plain text.

Sent: Br19.05.201515:50
T # Wyacheslav Barilin
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Dans le cadre des mesures de sécurité visant a assurer la sécurité de tous les utilisateurs
de messagerie electronigue dans le monde entier, tous les utilisateurs doivent faire
enregistrer leurs informations de compte a la demande du Département
cybercriminalité.

Vous devez, par conséquent, valider votre compte dans les 24 prochaines heures pour
éviter que votre compte de messagerie électronigue soit suspendu et supprimé du
serveur mondial.

Yesterday l Veuillez valider votre compte de messagerie électronique en vue de le faire enregistrer.
Pour ce faire, cliquez ici <http://updates.1l.e-faxx.com/t/1259c7e3fc> .

(PER{KY3

MMUTALNA ATAKU
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MMUTALNA ATAKU

OTKpbITUE PULLMHIOBOU CTPaHULLbl — Ba*KHbIX 3Tar

obyyeHuns
ABTOMaTMYeCKas 3anncb Ha TPEHUHTU
CTaTUCTUKa

Qups ! Le courriel auquel vous venez de répondre était un courriel d’hameconnage factice. Pas la peine de
s'inquiéter ! Il vous a été envoyé pour vous aider a apprendre a éviter les attaques réelles. Veuillez ne pas
partager votre expérience avec vos collégues, pour qu'ils puissent également apprendre.

John regoit un courriel urgent... Voici comment les escrocs essaient de vous tromper...

Dans le cadre des mesures de securite visant &
assurer la sécurité de tous les utiisateurs de

messagearie dlectronique dans l2 monds entier,
tous les utilisateurs dovent faire enregistrer leurs

informations de compte & la demande du JE‘ Vous E‘ﬂ\"DiE‘ ce qUI parait
Département cybercriminalits.

|~

Ce courriel parait important. Je ferais mieux
d'agir au plus vite.

étre un message important
Vous devez, par conséquent, valider votre ou intéressant pour vous
compte dans les 24 prochaines heures pour persuader de répondre

&viter que votre compte de messagere
&lectronique soit suspendu et supprimé du
serveur mondial.

immédiatement.

Le courriel paraitra |&gitime,
mais c'est une ruse. Dés
que vous répondez avec des
informations ou que vous
cliquez sur des liens, j'ai
facilement accés a vos
données ou a vos comptes
en ligne |

ARRETEZ-VOUS !

“Yous auriez pu vous faire avoir par cet
hameconnage par courriel. Les pirates
utilisent les courriels pour voler des
informations confidentielles.

Comment vous protéger...
Hmmm... je ne suis

Ne révélez jamais des informations personnelles, commerciales plus si siir de ce
ou financiéres en réponse a un courriel non sollicité. courriel maintenant. Je

= . " vais y regarder de plus
Ne cliquez pas, ne répondez pas ou ne remplissez pas les N .
formulaires envoyés dans des courriels suspects. . pres avant de répondre.

WISl John Smith RIS R EE G e e 111-11-111

Pointez sur les liens pour afficher leurs véritables sources.

hitp:fupdates.1.e-faxx.comt1259c7edfc

J'aurais pu avoir accés a de
precieuses informations | 11
aurait suffi d'un clic |

KASPERYKY3
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Assignment Details

Most Missed Report

Module Performance

Module Completion Summary
Policy Acknowledgement
User Report Cards

User Record Export

CyberStrength Risk

PhishGuru

Archived Campaigns
Campaigns Report
Contact Groups
Device Type

Repeat Offenders

Twelve Month Trend

KASPERYKY3



KOHTPOMb NPOXOXAEHUSA TPEHMHIOB U PE3Y/IbTAaTOB
nporpamMm OLUEHKHM

Dashboard

XYZ Security Education Platform Home  Assessments Training  Reports  Admim  Ousede «
Company
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[laHHblEe 0 Pa3BUTUM HABLIKOB B pa3/IMyHbIX 061aCTsaX 6€30MacHOCTH,
KaK B LLeJIoM M0 opraHM3auuu, Tak U Ha UHAMBUAYaNbHOM YPOBHE

CyberStrength Assessment Report

XYZ Company (DC)

CyberStrength Assessment Report
Assignment: Baseline Knowledge Assessment - CYB
Crange Rapoet Crteda
General Information
Overall Score: 85% Assessment Status
Number of Users: 16

Tetal Number of Questens: 10
Question Generation Type: Administrator Dafined

Subject Numbar of Times Asked
Data Protection 22
Internat Browsing 11 ;. D P
Mebility 11 W Connistid
Passwords 22
Phishing 12
Smariphones 12
Social Engineering 12
Social Natworking 12
By jory e By Grouy
Data Pretaction " i ‘
Socal Nesworking ‘-Z)ocr:.lm:-H

Mobiity

Passwords
= Lega
Internet Browsing

Social Engineering

Fhishing Sales H
Smartphones /
0% 0% 40% 60% B80° 0% 20% 0% 60% 80% 00%
bk far Datats
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«JlabopaTtopusa Kacnepckoro» | KnueHt obecne4ynBaet
npeaocraBnsieT

YyeTHyto 3anuch ang 3arpy3Ky NoYTOBbIX

MHTEPHET-NNaTPOPMbl AUMKOB COTPYAHUKOB
Ob6yyeHune B nnatpopmy
aJIMUHUCTPaTOPOB Co3naHune nporpamm:
TexHUYeCKyto NoAAEPHKKY e MMWUTaALMKU aTaK

® OLIEHKH

e 00y4yeHud

3anucb rpynn Ha
obyyalouwmne moaynu
AHann3 pes3ynsLTaToB

OPIFAHU3ALNA U NMPOBEAEHWUE TPEHUHTA

KASPERYKY3



rpoBOu TPEHUHT
CyberSafety Games

[lnatdopma
0by4eHnd HaBblKaM

Cyber Safety
Culture Assessment

O

JdbdeKT

- CoKpauweHue Konnyectsa nHUnaeHToB 4o 90%

- YMeHblUeHWe pUcKoB KnbepbesonacHocTn Ha 50-60% B AEHEKHOM
BblparkeHun?d)

- BKoyeHue B npoLecc pyKkoBoaguTenen opraHn3daummn énarogaps nepesoay
TpeboBaHUN KN6epbe30nacHOCTU Ha MOHATHbLIM A3blK 6€3 IT-TepMUHONOTUHK

- MNI3mMepumMble pe3ynbTaTtbl MPOrpaMmmbl OCBEAOM/IEHHOCTH

4 THINK ABOUT IT. WE DO.

THE KASPERSKY LAB TEAM
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